
How thorough is your bank's vendor 
management plan? Have you fully vetted 
your vendors for IT security risks? 

From 2020 onward, security 
researchers have warned of 
a rise in what's called Supply 
Chain attacks. These happen 
when hackers take advantage 
of vulnerabilities in a vendor's 
security or secretly install 

hardware measures that 
transmit information back to 
the hackers. 

The goal is always to reach the 
vendors' customers and steal 
their information. 

By Sammi Jo Scott So far, Supply Chain attacks 
lmageQuest Director have involved hackers 
of Advisory Services interested in stealing data 

for espionage purposes, as 
appears with the SolarWinds breach. But security 
experts say other hackers are learning the spying 
hackers' tricks that successfully kept their 

So far, attacks have involved 

hackers stealing data for 

espionage purposes, but recent 

reporting shows smaller 

community banks without 

sizeable corporate security 

measures are a prime target. 








	032824 Vendor Management - Banks (1)
	032824 Vendor Management - Banks (1)-2
	032824 Vendor Management - Banks (1)-3
	032824 Vendor Management - Banks (1)-4

