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Company skilled at finding
stolen, hidden files
One Source Discovery provides attorneys with expertise in computer
forensics and electronic discovery. In this article, ImageQuest’s
Kentucky Market President Jay Mallory talks with OSD founder and CEO,
Dr. Andy Cobb about how modern technology makes it difficult to hide.
Jay: Andy, tell us how One Source Discovery began.
Andy: One Source Discovery started as AC Forensics in 2006, when I was still teaching
computer information systems at the University of Louisville. In the beginning, our focus
was computer forensics and data recovery. Computer forensics is the practice of collecting,
analyzing and reporting on all types digital data in a
manner that is legally admissible. Data recovery is the
process of restoring data that has been lost, accidentally
deleted, corrupted or made inaccessible.
In 2010, I was joined by two other partners, who
brought their own skill sets and services. Together we provide our customers with
comprehensive litigation support services as One Source Discovery (OSD).
Jay: So in today’s world, is there anywhere to hide?
Andy: I get this question a lot. There are a few reasons to answer “no.” For example, it’s true
that when you delete a file, it’s not really deleted. Consider the action of creating, sending and
then deleting an email. First, sending an email leaves that email in several places: your outbox/
sent items on your device, the same place on your email server, the inbox of the recipient, the
recipient’s server and also the recipient’s device. So that is potentially four places already.
continued on P.02
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If the recipient forwards your email
to another person, then the number of
locations the email resides increases.
The dissemination of electronic
information is simply more difficult to
“undo” today. Our data resides in
multiple places, like on our
external backup drives or in
the cloud. There are lots of
places to find data, if you
are willing to spend the
time and dedicate the
resources.
Jay: How do you help
your clients prevail
with evidence?
Andy: One thing we’ve
done is to develop our
product “BlackBox.”
BlackBox is a patented
remote data collection software tool,
sold by OSD and other forensics firms
nationwide. BlackBox allows a data
custodian to defensibly collect their data
without the cost of bringing a forensic
technician on site. I saw a need and
decided to build a better way to collect
data for litigation, investigations, data
breaches, and preservation.
Jay: OSD also helps companies that
have suffered a network breach. In
your experience, what industries seem
to be the targets for hackers?
Andy: Hackers go after the obvious
places that hold valuable information:
banks, healthcare providers, insurance
companies, government institutions,
law firms and of course large retailers anywhere intellectual property might be
housed. It really depends on the goals
of the hackers, how easily they can get
into a system, and get away with the
exfiltration of the data. For example,
while Bitcoin exchanges might be tough
to hack, the benefits of obtaining Bitcoin
can be tempting since any transactions
made with the stolen Bitcoin would
ostensibly be anonymous.
Jay: I know you partner with us from
time to time to help our clients too.
Andy: Yes, one example that I recall
was helping a client of yours determine
whether an employee had copied
business materials against company
policy. This arose as she left to go to

“BlackBox” is a patented
remote data collection
software tool, sold by OSD
and other forensics firms
nationwide. It allows a data
custodian to defensibly
collect their data without
the cost of bringing
a forensic
technician
on site.
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DO YOU KNOW A COMPANY
LOOKING FOR IT SUPPORT?
WHAT WOULD MAKE A GOOD
REFERRAL?
A great referral for us is a company in
any professional industry with at least
20 computers – or any organization with
a regulatory compliance standard they
must follow.

HOW DO I SUBMIT A LEAD?
another job. We were able to find where
she had stored them and delete them.
Jay: We encounter a significant
number of organizations that believe
a cyber incident will never happen to
them. What’s your take on that?
Andy: What’s the saying? “Denial ain’t
just a river in Egypt”? Seriously, I think
some organizations just make the
economic decision to put their heads in the
sand and defer preventative measures.
If an organization handles data that may
be of value to a hacker, it’s wise to, at a
minimum, have a security assessment
performed by a qualified InfoSec firm, so
that they at least know where they stand
and can make an informed decision about
their level of risk.
Jay: What do you recommend an
organization do if they believe they
have been compromised?
Andy: As soon as a breach is discovered,
organizations should immediately contact
an incident response/data breach expert.
Of course, it’s always best to have that
relationship established beforehand,
such as with a company like ImageQuest
so that the expert is familiar with your
systems and people. That way there is
a plan in place, and all the parties can
respond quickly.
When in doubt, make the call. It’s much
better to spend some time to ensure the
protection of company assets - even
in a false alarm - than to wait until the

You can submit your referral by emailing
us at leads@imagequest.com, or by
calling Milton Bartley or Jay Mallory at
888.979.2679. You can get more details at
https://www.imagequest.com/referralprogram/

damage has been done.
Jay: What are the most important
things an organization can do today
to protect their networks and systems
from being breached?
Andy: Having knowledgeable people help
set your security policies is key to the
success of any security program. Make
sure those policies are implemented,
maintained and followed, by everyone.
On-going training of your people is key
because social engineering is one of
the most effective hacking techniques.
Hackers look for the weakest link which is often a poorly trained employee
who responds to a phishing scam.
Having an incident response plan,
complete with who to contact and when,
is important too. Organizations who strive
for perfection and who plan as if they
will never be compromised are setting
themselves up for failure. When your
security and incident response policy is
built with an assumption of compromise,
the focus changes to how to protect the
company’s most valuable assets when an
attacker is already on the network.
Those policies have a better chance of
withstanding today’s advanced attacks.
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Russian cybercriminal still sailing his yacht
Evgeniy Mikhailovich
Bogachev is an exceptional
cybercriminal – famous for his
ZeuS malware, its subsequent
variants, such as JabberZeuS
and GameOverZeuS – and the
Cryptolocker ransomware.
The U.S. has a $3 million reward for
information which leads to his arrest.
The F.B.I. knows his whereabouts – he
lives in Anapa, Russia, where
he sails his yacht around the
Black Sea.
He has a yacht because his
ZeuS malware has stolen
hundreds of millions of
dollars. Among the victims:
Bullitt County, Kentucky,
swindled out of $415,000 in
2009; Tennessee Electric Co.
Inc. (now TEC Industrial)
lost $327,000 in 2012; and
Efficient Services Escrow
Group, bankrupted by a 2013 loss of $1.5
million, according to Krebsonsecurity.
com.
ZeuS typically infected computers by
sending fake UPS shipping notices, fake
emails from the IRS, fake Microsoft
security update notices – anything to
get a victim to click on it.
Once on a computer, ZeuS allowed

hackers to record usernames,
passwords, PINS - even mothers’
maiden names. Pretty quickly hackers
could access bank accounts. Victims
discovered their losses when they
logged on via alternate computers.
At the end of 2016, the Obama
administration imposed sanctions
against Bogachev after law enforcement
tied him to Russian meddling in the
U.S. presidential election and spying in
Syria and Crimea. The U.S. theorized
that because Bogachev was
such a good hacker, Russian
intelligence decided to hire
him.
“It is clear that for Russia,
he is more than just a
criminal,” the New York
Times wrote on March
12, 2017. “At one point,
Mr. Bogachev had control
over as many as a million
computers in multiple
countries … It is almost
certain that computers belonging to
government officials and contractors in
a number of countries were among the
infected devices.”
According to Wired magazine, his ZeuS
malware, which first appeared in 2006,
had “a reputation among both criminals
and security experts as a masterpiece—
smooth, effective, versatile.” Also

anonymous - security professionals
searching for the hacker’s identity found
only online handles, such as “Slavik,” or
“lucky12345.”
As time passed, ZeuS’s creator
optimized his malware for different
criminal tasks. It morphed into a global
network of compromised computers,
sending out spam and denial-ofservice attacks – and eventually the
Cryptolocker ransomware in 2013.
Cryptolocker used strong encryption
to lock up victims’ computers and
forced them to pay in Bitcoin. Criminals
wanting to use the malware paid an
“initiation” fee. They then gained the
right to use the malware, along with
access to support levels ranging from
Frequently Asked Questions to a ticket
system to resolve issues.
However, in spring 2014, the FBI and
cybersecurity experts worked together
to successfully take down his network.
In 2015, the U.S. government announced
the $3 million reward for information
leading to Bogachev’s arrest. But the
U.S. has been unable to catch Bogachev
outside of Russia - and Russia has
declined to extradite him.
So for now, he is a top cybercriminal,
extremely wealthy from draining
others’ bank accounts –and apparently
impossible to arrest.

IMPROVE YOUR TECH I

Q
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What is “multi-factor
authentication” and why do I need it?

‘Multi-factor authentication’ in
cybersecurity means you need more than
just a password to log in. Currently, a common
way to do this is to have a code texted to your
cell phone, but it can involve other methods,
such as a fingerprint, pin number or security
questions.
You should use multifactor authentication on all
your important online accounts. Using the code
texted to your cell phone is probably the most
convenient form of strong protection. Thieves

are pretty unlikely to have your cell phone,
so even if they get your log in and password
information, they still can’t access your
accounts.
If you’re wondering why the four-digit PIN code
isn’t recommended here, it’s because many
people choose significant dates as their pin code
so they can remember it. Then, a thief who sees
your Facebook account likely can figure out your
PIN code by looking at when your birthday or
anniversary is.
Also, the random six-digit code texted to your
cell phone is much harder for crooks to guess,
compared to a four-digit PIN code.
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You can also watch
our video tip on this
topic, featuring our
CEO, Milton Bartley,
at https://www.
imagequest.com/
multifactor-video/.
We have a number of
great IT tips on our
YouTube channel,
too: https://www.
imagequest.com/
visit-our-youtubechannel/
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Check
Us Out!
OUR LIVE EVENTS

May 22

“Ransomware, Inc.” presentation,
BKR International Americas
Regional Meeting, Dominican
Republic.

June 7

“Ransomware, Inc.” presentation,
ARGI Financial, Louisville.

Follow Us!

Look for us on Social Media to
learn more about us and keep up
with related news.
Follow us on LinkedIn, Twitter
and Google+. From time to time
we add Video Tips on YouTube to
help you stay secure.
Due to data privacy concerns, we
are not on Facebook.
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From Our Customers
“Andrew worked through my strange issue all the way till the end. Thank
you, Andrew!”
“I didn’t have to do much of anything! The problem was discovered
towards the end of the workday, and it was handled very quickly. Now I
can work when I return on Monday!”
“ImageQuest looked out for our branch during a brief power outage to
make sure everything went smoothly. Thank you!”
“Quick, thorough assistance with some research we are doing. Thank you!”
“Tamika was very pleasant and knew just how to get me going with the
printer and phone setups. You guys are superb!!!!”
“Thanks, Kim & Angie! Lots of great useful info. Happy Friday IQ!”
“Very efficient and effective. Pleasant experience with an associate that
obviously knew what he was doing and wasn’t guessing. This isn’t always
the experience that my staff has with certain help desk associates.”
“Called my attention to an issue, and saw that it was resolved, and a
backup in place, for good measure. Thank you for watching out for us!”
“DeMarcus handled my issue in a timely manner. He is always
very friendly and polite. Always wanting to go the extra mile to
make sure my company is happy.”
You can read more comments at imagequest.com/reviews.
Thank YOU to our clients who shared their positive feedback about our
help. We appreciate it! If you are not having this experience with your
Technology Vendor, maybe you should give us a call!

WELCOME NEW CLIENT!
Building Products Group
is a Louisville-based
manufacturer’s rep for
general building products
owned by Ed Hannold.
It sells residential ventilation, synthetic
roofing, house wrap, porch columns, and
railings, wood and vinyl windows, patio
doors and skylights to lumber yards and
window and door stores.
Hannold, who was previously president
and shareholder of Fred R. Lyle and
Associates, bought the company less

than three years ago. He said he is
working on “putting a new face on the
company,” including rebranding and
building a new website.
With that process, Hannold sought help
for his company’s IT systems, “to bring
it out of the dark ages.” He ultimately
chose ImageQuest’s Managed IT
services.
In searching for an IT vendor,
Hannold said he asked for various
recommendations and learned of Jay
Mallory, ImageQuest’s Kentucky Market
President.

“Jay’s company came highly
recommended as a top-notch company,”
Hannold said. Since hiring ImageQuest
two months ago, “my team is very, very
pleased.
“The (technology account manager)
assigned to us has been very responsive.
When we have a ticket, she’s done a
great job getting back to us. For the first
time ever, we have tech support, and
we’re very pleased.”
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