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THE LOOPHOLE THAT LETS INSURANCE
COMPANIES REFUSE TO COVER A
CYBERCRIME THEFT IN YOUR BUSINESS

As hacking hit
the headlines in
the last few years
— most recently
the global hack in
May that targeted
companies both
large and small
— insurance
policies to protect
businesses
against damage
and lawsuits
have become
a very lucrative
business indeed.
Your company
may already have
cyber insurance,
and that’s a good
thing. But that
doesn’t mean
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that you don’t
have a job to
do — or that the
insurance will
cover you no
matter what.
When you buy
a car, you get
the warranty.
But to keep that
warranty valid,
you have to
perform regular
maintenance
at regularly
scheduled times.
If you neglect
the car, and
something fails,
the warranty
won’t cover it.
You didn’t do

your job, and
the warranty
only covers
cars that have
been properly
maintained.
Cyber insurance
works the same
way. If your
company’s
IT team isn’t
keeping systems
patched and up
to date, taking
active measures
to prevent
ransomware and
other cybercrime
attacks, and
backing
everything up in
duplicate, it’s a

lot like neglecting
to maintain that
car. And when
something bad
happens, like a
cyber-attack, the
cyber insurance
policy won’t be
able to help you,
just as a warranty
policy won’t cover
a neglected car.
Check out this
real-life policy
exclusion
we recently
uncovered,
which doesn’t
cover damages
“arising out of or
resulting from the
failure to, within
a reasonable
period of time,
install customary
software product
updates and
releases, or
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apply customary
security-related
software patches,
to computers
and other
components
of computer
systems.” If your
cyber insurance
policy has a
clause like that
— and we are
pretty sure that
it does — then
you’re only going
to be able to
collect if you take
reasonable steps
to prevent the
crime in the first
place.
That doesn’t
just mean you
will have to pay
a ransom out
of pocket, by
the way. If your
security breach

to say that you
shouldn’t have
cyber insurance,
or that it’s not
going to pay out
in the case of
an unfortunate
cyber event. It’s
just a reminder
that your job
doesn’t end
when you sign
that insurance
policy. You still
have to make a
reasonable effort
to keep your
systems secure
— an effort you
should be making
anyway.

“

“

leaves client
and partner data
vulnerable, those
clients may sue
you for failing
to protect that
data. Depending
on the type of
breach, you may
have regulatory
notifications as
well. When your
carrier denies
your claim due
to IT security
negligence, you
won’t be covered
against legal
or regulatory
damages either.
You do not want
to be in that
position.
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When you buy a car, you get
the warranty, but to keep the
warranty valid, you have to
perform regular maintenance...
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All of this is not

REFERRAL PROGRAM

DO YOU KNOW A COMPANY LOOKING FOR IT SUPPORT?
At ImageQuest, we know that referrals are
an important part of creating and building
business relationships: understanding that,
we know that great leads can come from
anyone at any time. Why not explore this
opportunity and receive benefits for you and
your company?
It’s easy to join our referral program and it’s
a great way to earn additional income while
helping companies benefit from ImageQuest’s
vast IT services and support.

• If your Managed Compliance referral
becomes a client, then you or your favorite
charity will receive a $100 amazon gift card
WHAT WOULD MAKE A GOOD REFERRAL?
A company in any professional industry
with at least 20 computers or anyone with
a regulatory compliance component to their
organization.

HOW DO I SUBMIT A LEAD?
Simply call Milton Bartley or Jay Mallory
at 888.979.2679,
email leads@imagequest.com
• If your Managed IT Services referral
becomes a recurring client, then you or your or submit online at
www.imagequest.com/referral-program
favorite charity will receive a $1,000.
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HOW TO SUCCEED AS AN
ENTREPRENUER: TURNING
YOUR JOB INTO A BUSINESS

T
To put it simply, if
you can’t take a
month off to travel
to Italy (or to write
the great American
novel or do some
other timeintensive activity),
you’ve got a job.

When I started
my first company,
I thought I was
out of the grind
of a job. Sure, my
company was
successful, but
after nine years,
I realized that I
still had a job, not
a business. My
stress level was still
high, and I hadn’t
made myself any
happier than if I
had a regular job.
So, I made some
changes.
Do you want to
make the shift from
job to business and
realize your dreams
of independence?
Here are five steps
to help get you
there:
1 Make a plan.
It’s best if you
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can define your
priorities by
breaking them
down into daily,
weekly, monthly,
and quarterly
activities. Figure
out where you are
as a company right
now, where you
want to go, and
how you want to
get there.
2 Surround
yourself with the
best.
If you think you
can do it alone
and not end up
having a job,
you’re mistaken.
You’ve got to be
intentional about
surrounding
yourself with great
people.
3 Once you have
the best, leave
them alone.
Relax. Resist the
temptation to
micromanage
your team. Warren
Buffet said it best:
“Hire well. Manage
little.” If you’ve

succeeded with
steps one and two,
you’ve already set
your team up for
success. So, let
them do what they
do best without
hovering.

do what you say
you’re going to
do. You’ll reap the
rewards through
inspired loyalty and
customer referrals.

Odds are, you’re
going to have to
4 Make your
start with a job to
business
turn your company
independent of
into a business.
you.
It won’t happen
overnight. But, little
As I said earlier,
by little — if you do
if you can’t take
it right — things
a month-long
will come together.
vacation, you’ve
In musical terms,
still got a job.
think of yourself
Develop processes as a conductor.
that allow your
You’re not sitting
business to run
first chair in the
without you.
orchestra, and
Instead of holding you’re not playing
onto knowledge,
an instrument.
share what you’ve Your job is to get
got and teach your the best players,
employees to be
decide who’s going
problem solvers,
to play what and
rather than come
how, and then let
to you for answers. them perform the
symphony. Pretty
5 Walk your talk.
soon, you can put
down the baton,
Be fair and
listen to the music,
reasonable with
and take that
your employees
much-needed long
and your clients.
vacation.
Make sure to show
up on time and
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ANDY BAILEY
As the founder
of Petra Coach,
Andy Bailey can
cut through
organizational
BS faster than a
hot knife through
butter, showing
organizations
the logjams
thwarting their
success, and
coaching them
past the excuses
we all use to
avoid doing
what needs to
be done. Andy
learned how
to build great
organizations by
building a great
business, which
he started in
college. It then
grew into an Inc.
500 multimilliondollar national
company that he
successfully sold
and exited.
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YOU’VE BEEN HACKED!
WHAT’S THE FIRST THING YOU
SHOULD DO?
There’s always a chance that IT security will be breached, and one way to
make a bad situation worse is not knowing the standard operating procedure
when it happens. First, contact your IT personnel. The faster they can
address the hack and figure out its extent, the better served you’ll be. Next,
understand that there are legal ramifications to being hacked; if valuable data
has been compromised, you’ll have to notify the individuals in question as
well as the authorities. Remember, the faster you act, the better it will be.

HOPEFULLY THIS WILL MAKE
UBERPOOL WAY SAFER + LESS
STRESSFUL
Speaking of safety, UberPOOL is getting safer and smarter by asking
passengers to get out at better destinations — even if that means walking a few
more feet to their destination — rather than in high-traffic zones. We’re talking
about distances of less than half a block, but it can cut major time off everyone
else’s commute and ensure passengers aren’t stepping out into dangerous
traffic. Of course, riders can always opt out, but getting dropped off at a hightraffic destination will take longer and cost more. Mashable.com – May 4, 2017
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SHINY NEW GADGET
OF THE MONTH:
ALEXA, WHO’S
WINNING THE
VIRTUAL ASSISTANT
WAR?
There are multiple companies trying to
break into the “smart home hub”
market, but Amazon’s Echo (and its
sultry Alexa) are holding on to 70
percent of the market share, and it
doesn’t look like that’s changing any
time soon. That’s a clear sign of victory
for Amazon ¬- and a wake-up call for
its competitors.
The voice-activated home assistant
market is growing, with almost a third
of millennials likely to use a home
assistant this year. While it might take
a decade or more for the devices to
find their way into the homes of older
demographics (a situation Saturday
Night Live has already mined for comedy), it seems that smart hubs will only
increase in popularity from here on out,
and that Alexa is poised to rule them
all.
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