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 Milton Bartley        

Things were going great 

at Michael Daugherty’s 

up-and-coming $4 Million 

medical-testing company.

 

He was a happy man. 

He ran a good business 

in a friendly place. His 

Atlanta-based LabMD 

had about 30 employees 

and tested blood, urine 

and tissue samples for 

urologists. Life was good 

for this middle-aged 

businessman from Detroit. 

Then, one Tuesday 

afternoon the phone call 

came that changed his 

life. His general manager 

fielded a call from a man 

claiming to have obtained 

a file containing LabMD 

patient documents. For 

a medical business that 

had to comply with strict 

federal rules on privacy, 

this was bad. Very, very 

bad.

 

And the fate of Michael’s 

life – and his business – 

were drastically altered. 

What followed was a 

nightmarish downward 

spiral for LabMD. Not one 

to go down without a fight, 

Michael found himself 

mired in an escalating 

legal battle with the 

Federal Trade Commission 

and other regulators 

investigating the leak. 

Finally, exhausted and 

out of funds, his business 

cratering under constant 

pressure, he gave up the 

fight and shuttered his 

company.

Let’s take a look at four 

fatal errors you MUST 

avoid to make sure it 

never does:

HAVE YOU 

DEVELOPED A FALSE 

SENSE OF SECURITY?

Please do not think you 

are immune to a  

cyber-attack simply 

because you are not a 

big company. The fact 

is, whether you have 12 

clients or 12,000, your 

data has value to hackers. 

A simple client profile with 

name, address, and phone 

numbers sells for as little 

as $1 on the black market. 

Yet add a few details, 

like credit card, date of 

birth, or Social Security 

numbers, and the price 

can skyrocket – $300 per 

record is not uncommon. 

Being small doesn’t mean 

you are immune.

An investigation revealed 

that LabMD’s billing 

manager had been using 

LimeWire file-sharing 

software to download 

music. In the process, 

she had unwittingly left 

her documents folder 

containing the medical 

records exposed to 

a public network. A 

hacker easily found and 

downloaded LabMD’s 

patient records.  
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SPECIAL OFFER

You’ve worked way too hard to get where you are today 

to risk it all due to some little cyberhack you didn’t 

know about. 

To get your copy of our free report or to get more 

information about our Cybersecurity Training 

programs, call us at 888.979.2679, or e-mail us 

directly at info@myimagequest.com before your 

company becomes yet another social engineering 

statistic.

DON’T LET YOUR ORGANIZATION 

BE CAUGHT LIKE A SITTING DUCK! 

“ “

ARE YOU SKIMPING 

ON SECURITY TO 

SAVE MONEY? 

Of course, you have a 

tight budget, so you cut a 

deal with your marketing 

manager who wants to 

work from home at times. 

He links into the company 

network with a VPN. If 

correctly configured your 

VPN creates a secure 

and encrypted tunnel 

into your network. So his 

device now connects his 

home network into your 

company network. The 

problem is his home cable 

modem may be vulnerable 

to attack; this is an all-

too-common issue with 

consumer devices. Now 

you have an open tunnel 

for malware and viruses to 

potentially infiltrate your 

network.

DO YOU HAVE A SOLID 

OFF-BOARDING 

PROCESS? 

It’s crucial to keep a 

record of user accounts 

for each employee with 

security privileges. When 

an employee leaves, 

you must remove those 

accounts without delay. 

An “internal” attack by 

a disgruntled former 

employee could do serious 

harm to your business. Be 

sure to close this loop.

HAVE YOU BEEN 

LAX ABOUT 

IMPLEMENTING 

SECURITY POLICIES?

The greatest threat to your 

company’s data originates 

not in technology, but in 

human behavior. It starts 

before you boot up a 

single device. In an era 

of BYOD (bring your own 

device), lax behavior by 

anyone connecting to 

your network weakens 

your overall security. We 

all love our smartphones 

and the ubiquitous access 

they provide. So it’s tough 

insisting on strict policies 

about BYOD. But without 

absolute adherence 

to clear policies, your 

company’s data could be 

at risk.

An “internal” attack by 

a disgruntled former 

employee could do serious 

harm to your business. Be 

sure to close this loop.

THE TOP 10 WAYS HACKERS GET AROUND YOUR FIREWALL 

AND ANTI-VIRUS TO ROB YOU BLIND
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DON’T LET A TINY LEAK SINK YOUR SHIP. 

HERE’S WHAT TO DO NEXT.

Let us perform a Business Risk Assessment 

for you. We’ll send our top Security Analyst to 

your office and give you a top-to-bottom risk 

assessment with an action plan. This is $2,500 

service. It’s yours for $1,280 when you call now 

through the end of October.

Don’t wait until disaster strikes! 
Call 888.979.2679 or e-mail us at 

info@myimagequest.com to schedule your 

Business Risk Assessment TODAY.
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S
Dealing With The Dark Side Of Social Media

Still debating saying it? 

Sleep on it. If you really 

feel the need to say 

something that might 

be taken the wrong way, 

consider sitting on it 

overnight. Waiting until 

the next day will rarely 

hurt your point, and it may 

save huge amounts of 

embarrassment.

If you do say it…make sure 

you feel you could defend 

it in a court of law. Falsely 

accusing someone of 

something is a big deal, 

and the repercussions 

could amplify beyond your 

original intentions.

HOW DO I REACT 

WHEN I AM TARGETED 

ON SOCIAL MEDIA?

Grab screenshots. If 

someone truly is going 

after you, the first move is 

to gather evidence. Make 

sure you have copies. 

Odds are that they will 

quickly realize what they 

have done and will try to 

Social media has 

become a true amplifier, 

permeating every nook 

and cranny of the web, 

giving a megaphone 

to those who might 

have previously found 

themselves voiceless.

While I generally believe 

that the proliferation of 

the social web is a good 

thing, it does have a dark 

side that is difficult, if not 

impossible, to ignore.

I was reminded of 

this recently when an 

unscrupulous competitor 

accused me and my friend 

Larry Winget of an ugly 

racial slur. While it was 

totally fabricated, this 

person willfully resorted to 

defamation of character 

to defend his indefensible 

behavior.

It’s easy to get mad, get 

on your computer and 

allow emotions to run 

amok. And that can come 

back to bite you. Yet there 

are times you shouldn’t 

acquiesce to digital 

bullies. You need to take 

a stand.

Here are a few tips on how 

to keep your social media 

actions in check, and how 

to react to others who 

just can’t seem to control 

theirs:

HOW DO I THINK 

THROUGH MY SOCIAL 

MEDIA ACTIONS IN A 

HEATED MOMENT?

If you wouldn’t say it 

to your grandmother, 

don’t write it on Twitter. 

It feels good to blast 

an opponent, but such 

outbursts can easily be 

used against you. 

Remember that 

everything you say or do 

on the web is archived. 

Consider everything you 

write on the Internet to 

be permanent. Trolls may 

delete their comments, 

but they still leave a trail. 

erase their trail, so the 

best thing you can do is 

make sure you have a 

copy on hand.

Report them. Twitter, 

LinkedIn, Facebook and 

most other platforms 

have guards against those 

who harass others. Don’t 

hesitate to put in a report 

– that’s why those guards 

are there!

Remember that the truth 

is your best defense. As 

someone who has been 

egregiously accused of 

something I did not do, 

I took solace in the fact 

that I was innocent, and 

as such the accusation 

cruelly asserted could 

never be proven.

We live in a world where 

unscrupulous people 

have migrated to online 

communities and live 

among the rest of us. I 

hope you never have to 

use the above actions, but 

when you do, I hope they

serve you well.

REFERRAL PROGRAM

At ImageQuest, we know that referrals are an 

important part of creating and building business 

relationships: understanding that, we know that great 

leads can come from anyone at any time. Why not 

explore this opportunity and receive benefits for you 
and your company?

It’s easy to join our referral program and it’s a great 

way to earn additional income while helping companies 

benefit from ImageQuest’s vast IT services and support.

• If your Managed IT Services referral becomes a 

recurring client, then you or your favorite charity will 

receive a $1,000.

• If your Managed Compliance referral becomes a 

client, then you or your favorite charity will receive a 

$100 amazon gift card

WHAT WOULD MAKE A GOOD REFERRAL? 
A company in any professional industry with at least 

20 computers or anyone with a regulatory compliance 

component to their organization.

HOW DO I SUBMIT A LEAD? 

Simply call Milton Bartley or Jay Mallory  
at 888.979.2679, email leads@myimagequest.com  
or submit online at www.myimagequest.com/
referral-program

DO YOU KNOW A COMPANY LOOKING FOR IT SUPPORT?

MARK 
SANBORN

CSP, CPAE, is president 

of Sanborn & Associates, 

Inc., an idea studio 

dedicated to developing 

leaders in business 

and in life. Mark is an 

international  

best-selling author 

and noted authority on 

leadership, team-building, 

customer service and 

change. Mark is the author 

of 8 books, including 

the best seller The Fred 

Factor: How Passion in 

Your Work and Life Can 

Turn the Ordinary into the 

Extraordinary, which has 

sold more than 1.6 million 

copies internationally.  

Learn more about Mark at  

www.marksanborn.com.
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Shiny 
New Gadget 
Of The Month: 
Hololens:  
Your New Reality?

A game designer 

sees a moving 3-D 

image of a living, 

breathing, mace-

wielding ogre – on 

her desk. She flicks 

a finger and he turns 

from side to side, 

giving her a full view 

of his outfit and 

weapons belt.

An architect looks 

up at the ceiling 

in a building he’s 

just designed. He 

waves his hand and 

reshapes it, allowing 

more light through. 

All virtually.

A space scientist 

designing a Mars 

rover strolls through 

the landscape, 

noting from all sides 

the position, shape 

and size of rocks 

his vehicle must 

navigate.

Now it’s your 

turn. Put on the 

new HoloLens by 

Microsoft, and what 

do you see? How 

could you use this 

cool new augmented 

reality (AR) tool in 

your business?

At $3,000 for the 

developer’s version, 

it may not be an 

impulse buy. But new 

AR tools like this will 

soon be part of your 

computing world.
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IQ Genius Of The Month: 

dental assistants, prior 

to partnering with 

ImageQuest 2 years ago, 

Dr. Roach explains, “we 

were a hodge-podge 

of well-meaning but 

ineffective IT Solutions. 

 

“We were growing quickly 

and started losing 

control of our technology. 

Instead of being an 

asset to our practice, the 

technology was becoming 

a workaround. Not to 

mention – we were also 

building a new office. 

Tech Tip 
[ALERT] SCAM OF 

THE WEEK: BRAD PITT 

FOUND DEAD

THE SCAM:

The hackers and 

scammers claim that 

Brad Pitt has committed 

suicide because of recent 

Angelina Jolie divorce. 

The scam is currently on 

Facebook but you can 

expect emails with links 

for “more details” and/

or attachments that 

claim it is a video of his 

last moments. There are 

several versions that claim 

he hanged himself, died in 

a shooting range or from a 

substance overdose. 

You might even get 

text messages to your 

smartphone that try to 

trick you into going to a 

site with the exclusive 

pictures of his death. If 

Having first opened their 

doors in 2000, Roach 

Family Dentistry has been 

voted by their patients 

as a “Top 3 Dentist" by 

the Tennesseans’ Toast 

of Music City Reader’s 

Choice Awards for the 

last 5 years in a row. They 

are recognized for their 

commitment to oral health 

and patient comfort. 

 

Although well-equipped 

with a highly trained 

team of dentists, 

registered dental 

hygienists and registered 
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This was a technology 

crossroads for us and we 

needed ImageQuest’s 

expertise and help.

 

"Now we have very few 

problems and speedy 

solutions. We think of 

ImageQuest and our 

technology as a partner, 

a necessity to our 

continued growth. It’s a 

whole new mindset! We 

value our relationship 

with ImageQuest and look 

forward to growing with 

them.”

Doctor Roach

you see any social media 

posts or get emails with 

links or attachments, 

DO NOT click on 

anything, do not open 

attachments or reply, 

and if it is social media, 

do not touch and do not 

share or forward. These 

bad guys will use anything 

to shock and trick you into 

clicking. Do not fall for 

it and THINK before you 

CLICK! 

Be the first three to email us at info@myimagequest.com with the subject line 

“October Tech Tip” and receive your FREE 2-hour Compliance Analysis and 

Cybersecurity Consulting with our Senior Security Analyst, Lee Walton. 

ROACH FAMILY DENTISTRY


